
 

 

 

 

 

The data that DomainCrawler  collects and structures is quite 

necessary for fighting scams, combating counterfeiting and 

preventing  brand infringement at local and global levels. Our 

Domain Research tool is an ideal solution for brand owners, brand 

protection agencies, scam alert initiatives , like Scamadviser, to 

fight Internet wrongdoers. That is why we are proud to be a co-

authors  of ScamAdviserôs 3 rd  Global State of Scams Report . 

 

Scammers are w inning:  
ú 41.3 ($ 47.8) b illion lost in scams, up 15%  
 

Law enforcement worldwide received 266 million reports 

from scam victims  
 

With the COVID -19 pandemic, the scam industry has boomed 

worldwide. In ScamAdviserôs 3rd  Global State of Scams Report, 42 

countries were analysed on the number of people scammed, the 

amount of money lost.  

 

Number of scams b oomed  

The number of reported scams increased from 139 million in 2019 

to 266 million in 2020. The amount lost grew from ú 36 ($ 41.7) 

to ú 41 billion ($ 47.8).  

 

 

 

 

 

 

 

 

https://scamadviser.m-pages.com/global-state-of-scam-report-2021


 

 

While the definitions and reporting methods used by different 

countries for scams differ strongly, nearly all nations have 

reported large increases in the number of reported scams. Only a 

few countries reported minor decreases including Belgium, Japan 

and Sweden.  

 

 

 

 

 

 

 

Growth in reported scams per country  

The number of scams and money  lost is probably only a small 

fraction of the actual size of online fraud as less than 3% up to 

15% of the consumers report a scam.  

 

Investment scams are on the rise  

The money lost per victim differs strongly by country as well as 

type of scam. From less  than ú 10 for fake shops, counterfeiters 

and subscription traps to several ú 100,000 for ransomware, 

Business Email Compromise (BEC) and investment/crypto scams.  

While phishing continues to be the most common type of scam 

globally, the pandemic has introduced new twists on old scams.  

 

 

 

 

 

 

 



 

 

In 2020, scammers first focused on masks, respirators, and 

disinfectants. Moving forward, they introduced óCOVID-19 

charitiesô, óvaccine pre-registrationô and óget your Corona 

government grantô. 

Some scams seem to be region -specific. Australia  reported an 

increase of 140% in threat -based scams, which typically involve 

scammers threatening victims with arrest, deportation  or  legal 

action unless money is paid . Switzerland has proven to be 

extremely vulnerable to investment scams, reporting the highest 

amount stolen per report of more than ú 25,000.  

There is also a clear trend of personalizing scams based on data 

gathered from hacks and the use of local languages. Finland, for 

example, reported a 15% increase in online fraud where phishing 

scams are increasingly translated to Finnish.  

With the ñzero-interestò economy and boredom, especially males, 

proved to be willing victims to ñinvestment opportunitiesò. These 

scams, also called ópig-butcheringô, can run for 3, 6 or even 12 

months. The scammer builds up a trusted and sometimes 

romantic relationship with the victim before inviting him to invest 

in an óincredible opportunityô.  

 

 

 

 

 

 

 

 

Countries are becoming creative  

To fight scams, many countries have resorted to more aggressive 

annual awareness campaigns. However, results seem to be  

m ixed. As the themes of the scam changes, citizens worldwide 

still seem to fall for them, despite earlier warnings.  

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A strategy applied by the Irish  police seems a cheaper and more 

effective strategy. Each week a new kind of scam is published on 

social media and pushed to both local and national media 

agencies. This strategy helps to keep cybercrime in the minds of 

consumers who could fall victim to v arious scams.  

The Center for Cybersecurity Belgium  (CCB) launched an email 

address to report phishing emails. It has proven to be a huge 

success. In 2020, CCB received 3.2 million emails. The data is 

used to feed Internet filters, protecting Belgium citiz ens from 

malicious domains.  

Likewise, the government of Taiwan  has launched an Open Data 

Initiative, sharing cybercrime related data with both government 

organizations, non -profits and commercial organizations to 

combat online fraud.  

Japan  launched Opera tion ñPretend to Be Fooledò asking people 

whoôve been contacted by a scammer to notify the police. The 

potential victim and police then work together to catch the 

criminal.  

The target victim receives a reward of 10,000 yen ( ú 77. - ).   

 



 

 

 

How to t urn the t ide?  

In many countries, scams are now the most reported form of 

crime. In Sweden, fraud was 5% of all crime cases reported in 

2000. Now, it is 17% of all reported crime. In the UK and USA, 

scams are now the most commonly experienced form of crime. 

Finally,  Singapore states that 44% of all crimes are related to 

online scams.  

The World Economic Forum estimates that 0.05% of all 

cybercrimes  is actually prosecuted. This makes scams, which are 

even more underreported than ñbig cybercrimesò, a very lucrative 

bus iness.  

While many developing countries are now focussing on building 

cybercrime awareness amongst their populations, several 

developing countries have learned that education alone is not 

enough.  

According to several countries, the next step is for tech g iants to 

take more responsibility, using data to identify and prevent scams 

better. Thatôs where a reliable source of data is necessary.  

 

 

 

 

 

 

 

 

 

 

 

 

 


